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HealthOne Referrals
Healthlink will setup the referrals for you, providing you with the digital certificates which will
ensure your data is secure. For details on this setup please see the appendix at the end of this

document. You can contact HealthLink at 018825606 or email khull@healthlink.doh.ie

Submitting a Referral
1. Within the ‘Healthlink Referrals’ section in options, you can select what referrals are listed

within HealthOne. Tick the referrals that you wish to activate.

General

- Intermet “."Healthhink Referrals

- Metwork, options —

- Mezzaging

- Locations . )
Modules Activate Healthlink Referals

- Prescription madule ¥ Standard Referal

- Data exchange module [V EBreast Cancer Refernal

- Appointment W Lung Cancer Referral

- Inability to work, ¥ Prostate Cancer Feferal

- Billing

- Recipients

- Healthlink Refenals URL: I
Template

- Multimedia azzociation [ — I

- Szanning

- Drawing Passwond: I
Automatization

- Action plan Certificate: I

- Alerts

- Backup dlertz PIN: I

- Live update

Serial Mumber: ||

Default | oK Cancel

2. From the main menu within a HCR, press the down arrow beside the referrals icon. A list of

the referrals is displayed: Standard, Breast, Lung and Prostate.
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FlmeEoaw
. Standard Referral

E . Breast Cancer Referral

. Lung Cancer Referral

. Prostate Cancer Referral
(T I FaRaT

3. Select the referral you wish to use from the list. The referral is displayed. Fill in the details.

Mandatory fields are in red.

| NATIONAL BREAST CLINIC REFERRAL FORM National Cancer
‘ m Control Programme
| Envirunment: Tost
| Status Unsubmitted
o &3 ﬂ
| Patient Details =
FrotName [Test Family Nome: [Patient
Dwe ofBetn [09/12/1938 MRN [HLOGD!

Sex Famale Fregnant |Unknown =l
" Use Healthlink Patient Record

FirstNama  Fomily Nome DOB  Sex Addoss | Address?  Addiess 3 Address 4 MRN

- Referral Details
Fustenat preee, | -| Breast Cancer Guidelines

Fusiic Hospeal |

Friveta Hospeal |

| Symptoms
Char Sympeant |

MHCA Dats

Bem| v x| xcoel|

4. Click the down and up arrows to move down/up to the next mandatory question that needs

to be completed.

Page 4 of 30



HELIX
HEALTH

W

NATIONAL BREAST CLINIC REFERRAL FORM Natlonal Cances
, NCCP &2
Environment: Togt

| Status Unsubmitted

6P
= Patient Details -
FrsiName [Test Family Name: |Patient
Date of By [09/12/1930 MEN. HLOOO
Sex [Famale Pregrsat |Unknown -l
I Use Healthlink Patient Record

FirstNoma  Fomily Noame D08 'Sax Addmess 1 Address 2 Address 3 Address 4 MRAN

- Reterral Details

Retenal oy | -| Gieas! Concer Guidelines
Public Hesptal |
Frwate Hospital |

Othar Symgtom:

MHCA Dots

Some fields have the red flower icon to the right of the field. Clicking this allows you to pick

what HealthOne item populates the field.

NATIONAL BREAST CLINIC REFERRAL FORM Natlonal Cancer
, NCCP &2
Environment: Togt

| Status Unsubmitted

GP
- Social Histoty
Dirinkar quunm -|* Units o Alcabal | 3: & prrwan),
Numbar of R
Smoker | - Ougml [ Z % perdey S-ml I 3%
Nextaf ko [Next of Kin *
-l General History

History of Present liness - & c

History of Past finess: |

Hestory of Surgeeal I
Frocadurss:

AllergasAdvercs
Madicafion Events: [

Felevan Famiy History. |

I o M dinrsinne A
Bem| v oo | xcocel|
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Items selection
Search the items on the left part and press enter or double click in order to select them.
Selected items are listed on the right part

Find Selected items
Iassessment Item

sessment
7 |lassessment used

[~ Matchcase [~ Sorted
[~ Leading Cancel
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6. Within the Standard Referral, the Lab and Rad Investigation sections have additional Add
and Clear buttons. Clicking Add allows you to search the HCR data and select the item that

you wish to use to populate the field. Clear clears all the contents from the field.

NATIONAL STANDARD REFERRAL FORM

Environment: Test
Status: Unsubmitted

& 20 |Dr. Admin Admin -

-+ vital Signs

Prewvious Hospital I_—l'
Aftendance:

Lab Investigations:

Add

Clear

Rad Investigations:
Add

Clear

Other Clinical Exam:

- -| Social History
Drinker.  |No Units of Alcohal: I 3: €& perweek
— NUMDET Of [ T oyt YES [ e -

AIHCR Data | pint | o ok | X Cancel| g

Srnnkar
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| Content

blood

| Comment

I

|q/ 0K I XK Cancel

7. Press OK to submit the referral. You will be asked ‘Do you wish to send this referral to
Healthlink now?’

Healthlink Breast Cancer Referral X]
@ Do wiou wish bo send this referral ko Healthlink now?

Select ‘Yes’ to send the referral. The referral is saved within the HCR with a status of
‘Accepted’ or ‘Rejected’.

Medical ranzaction [ eﬂilling " [EAction pIanH .-'f-.pgcuintmentl

i@ sBIH-

B breast cancer:

|..Q.‘=_

Healthlink, Breazt Cancer

Accepted
Referal. <L
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Medic.al transactiun. l aﬂilling " [EAction plan" .-“-‘-.pguintmentl

FH-tw-o & K-

BRE S I

B cancer of the prostate:

Healthlink Prostate Cancer Referral <ML Rejected

If you select ‘No’, and you have all the mandatory questions completed, the referral will be
saved within the HCR and have a status of ‘Unsubmitted’.

Medical tranzaction [ eﬂilling " [EAction plan" .-“-‘-.pguintmentl

- BFH-

BE S

Healthlink Breaszt Cancer Referral =kL

IInzubmitted
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8. The status of the referral, whether it has been accepted, rejected or unsubmitted is also
displayed at the top of the referral when you open it from within the HCR.
() Hesltniek Broast Cancer R

NATIONAL BREAST CLINIC REFERRAL FORM National Cancer

m Control Programme i

1 -
op :

Puatient Duetails
Patien! Name

Date of Birth Sex ‘Fomul. Pragnant lﬁm

Fublic Hospiled

Private Hospitel
Heaolthlink Potiants

FirstNeame Faenily Name I

Date of Birth MM |

[First Nome  Fomily Name DOB  SexAddress 1 Address 2 Address 3 Address 4 MRN

g.mu:nou-|

9. In order to successfully submit a referral, the following patient details are required to be
completed: Surname, First Name, Date of Birth, Gender, Address, Locality and Telephone
Private or Telephone Mobile. If any of these fields are not complete, you will be prompted to

complete them before launching a referral.
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Healthlink Cancer R

" (ﬁ y The following items must be available before completing this Referral
o Form:

Patient Surname

Patient First Name

Patient Date of Birth

Patient Gender

First line of Patient Address

Second line of Patient Address
Patient Telephone or Mobile Number

The following items are currently missing:

Patient Telephone or Mobile Number

10. In order to submit a referral, the Medical Council Number must be completed. If this field is
blank, or contains less than 6 digits you will see the following screen when you launch a

referral.

Username: Dr. Admin Admin

This user is missing some data that is required by Healthlink,
please complete all of the fields listed below.

Note that the MCN is required to be six digits in length by
Healthlink. If the MCN is less than six digits please pad it with
leading zeros. e.g. 009999.

MCN: |

Practice Address: |

Phone Number: |

The information that you enter on this screen is saved within the User Db.

If you get the following rejection message with an error code of 103, when you attempt to

submit the referral, the Medical Council Number is incorrect.
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Healthlink Lung Cancer Referral - A

(@| Acknowledgment Type: Application Rejection
\ y
—_—

An error was encountered while submitting this referral to Healthlink.
If this problem persists please contact Healthlink with the following
information:

Error Code: 103

Description: Table value not found
Element: MSH

Field: 4

To edit the Medical Council Number, open the User Db and navigate to the professional

information section for the user. The Medical Council Number should be 6 digits in length. If

your number is less than 6 digits precede your number with Q’s. Alternatively enter the

necessary details when you first launch a referral.

¥y Professional Information

Login name; I

Pazzword: I Eu:unfirmi

Phone: IF"h-:nne rumber (1) | I

Address: I

Postal code: I Tnﬂn:l

Medical speciality : I ;I

Langue : I LI

Profeszional Reagiztration W™ : (000000

Contractual arrangement ;

Prezcrber 1D

Downloading the Referral Responses

1. Navigate to the HealthLink website.

2. Login with your details.
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3. Within unprocessed messages, tick the responses that you wish to download and select

export selection.

4. The responses are saved as an XML file on your local machine.
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Integrating Referral Responses

1. Launch the DXM. The Definition List is displayed.

O File Edit HCR Insert View Analysis Tools Window Help

ENH80 8- |kr-B 8- e-uE-
| @ Trends ,
IXVagcine l & Repeated dlugﬂ s Allergy Ii

S5 % AN % Filter: Allvaccing |

Medical transaction lwé—ﬁﬁn—gj'

(- & - &

Definition list

Self D efinition name Data zource

Carverter Mapping table | Sche »

HEALTH one format

HealthLink Labs HEALTHLIME | IRL
MHWwHE Edifact HLY - Ireland | MWHB_HL? | IR2
HealthLink Labs HEALTHLIME | IRL
Fartable file conversion PORTABLE Ernpty
Fartable file conversion PORTABLE Ermpty

| 3

Edit | ¥ Delete | 3 MNew K Cancel

8 Erecute

2. If you do not have the definition setup, click New. The Import Definition is displayed.

a. Enter a definition name.
b. Select Disc for Service.
c. Select HealthLink Labs for Data Source.

For Path select the location/folder on your computer where the labs are saved when

you download them from HealthLink.

Definition name: l HealthLink XML

Service : I—Q Disc

Data source:

HealthLink Labs

Converter: HEALTHLINK
Mapping table: IRL

Path: |C:\labs'

Mask: |".me

Cancel I .2 Back | Next B I © Finish I
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Click Next. The Options are displayed. Select a destination folder for labs that have been
integrated. Click Finish.

@ s (N v

Options

" Eeep anginal files
= Delete anginal files
& Move original files : C:Mabs\Done

[T Automatic integration in HEALTH ore source
[T “alidation mandaton

[+ Display a lizt of files to be imported before processing them
(Mot applicable for the background DXM)

If the patient iz not found in the source:
{ Add patient as a new patient without azking the user
{* Do not autornatically add the patient, set its status to "Mot found"
= |gnare the file, do not impart it

[~ Default Cancel | <3 Back | > Finish

3. Highlight your definition within the list. Click Execute. The files are processed and the files to
integrate are displayed.

~

Processing. Please wait ...

Processing definition: HealthLink XML

( -
() Definition list

Sei Definition namg: Number processed:

Selected | Filename Patient Name
v 270720111114 2ml
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4. Select the files you wish to integrate and click OK. The Execution Results are displayed

[ Definition
HealthLink XML

5. Click Details. The files to integrate are displayed. Right click on the file that you wish to
integrate and click integrate.

\J) HEALTH one 2011 - [Data
Q) Fle Edit View Anshyzs Tock Window Help
F1EE0/%-b -8

Ly - B9 -
meox - | B EXE @S2 EAN

wBHE SHLBIENPE-X dIus

View| Waking . - -
™ Peod Frome 12220772011 +| Fiom | Patiock | ™ Aboom reid
| Prmscaber: | - Defrdec | -l

Dave

Unm.l "3
~ | Sex

| Delrdro

| Narme

Fast namo

Bish cate
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6. The file is removed from the list and the referral response appears within the patients HCR.

() HEALTH one 2011 - [Lawlor Ronan - G
9 File Edit HCR Inset View Analysis Tools Window Help

ENHS0 8- bt-B @ o-a(=- we 52l E) %
E_ Trend Medical transaction I eﬁilling " [EAction plan" Apgointmenll
%Vagcine I E Bepeated drug“ +Allerg_l,ly_ e % @ . | . -
e . == T [Hl-@Em- vH-BES& T
8 X (2 5 Filter: All vaccine = — ¢ E | — |
| ¥accine | Completed dab| Du | | | 5™ ot mared: ik
= Patient Class: Cutpatient
T . Arnie Hill
T Lacation: Breast Unit
T Own Doctor: Doctor Test
Tz MR HLOao
‘ Iil , T Call Mumber: RRI2003031012341 73564
—_— T Date: 16/09,/2009
T = Result Source:; Rezponze Control Mumber
= Filter: Full contents > Response - Breast Cancer Referral

T Referral Received:
Tz OFD Aranged:
T2 Other Comments;
Tz Call Number:

T Date:

T Result Source:

Fdoment of occur... | Tranzact... | Responsi... |
Ko Administrative chapter

LEQ 27/07/2011  identification Dr. Admin Ad
Ko Medical chapter
16/09/2009

2 13/01/2010  expert's report
B 27072011 consultation Dr. Admin Ad
S8 27/07/2011  consultation Dr. Admin Ad

Tz Clinic:
"3 Appointment D ate:
=) anginal result:

Your referral has been received
Yes

text ather comments
RRI2009091071 234173564
16/09/20039

Responze Control Mumber

"= Responsze - Breast Cancer Refemal

Early Referral [To be seen within B weeks)
07/10/2009 1430
HLOMLIME HEALTHLIME.23_112338957 =ml

7. Atthe bottom of the referral response, the .xml file is listed. Double click on this to open

% CAllsentrenenlanioridg 2 = G X | &8 C\inerstronan dawdor\bgp..
fdt VYew Fpodm Joch Hep

Breast Cancer Team Response

Ronse Lawior (01011950 - F), The House, Tallaght

Your referral has bees received

Yes

text other conunents

Eaxly Referral (To be seen within 6 weeks)
07/1v2609 1430

Ronan Lawdor
0101/1930 (Age years)
Female

The Howse

Tallaght

D24

01 1111n
OB8553535

email Fernal com
HLO0O01

Arsie H

Test Doctor

12120

58 Eccles Street

Dubles 7

01 8823606

018525606

27072011 1106
RRI20110727110651012121
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8. You can enable/disable this .xml file from being saved within the response. Open options
and go to the Data exchange module section. Un-tick the option ‘Save healthlink message as

bulkies” and the .xml files will not be integrated with the response.

[ -

General
- Intermet “. Data exchange module
- Metwork options
Mess.?glng Auto cleaning options
- Locations

Madules Filter ar  Clean |
- Prescription madule [~ Clean out items older than Evem |1 :II IMonth[s] )
ange module |3 j IMonth[s] ;I 1
. Appaintrent Check % When the DXM starts
- |nability o work, Status: &l All actiohs € when the DxM ends
- Billing ‘\l
- Recipients ¥ Prompt user before clean out
- Healthlink Cancer Refenals

Template DEM inbackground—————————————
- Multimedia association Colours: Sl Il:l :Iv [~ Enabled DM in background
- Scanning Incorect 1d: ID 'l Frequency :
- Dirawing =1 "

Automatization Miszing |d: ID VI |15 | IMInUtE[S] ;I
-~ Action plan Abnomal result I. 'l
- dilerks
- Backup alerts Meszage Flash ID 'l

- Live update

v Display original lab codes [if possible).

v Display lab results using a fiked size font

v Load the coresponding patisnt when displaving the results to allow some analysis
I ¥ Save healthlink meszages as bulkies I

Medibridge Fath:  The path iz defined in the Dk definition.

/ Medimail
Mask:  |*eny

Default | oK Cancel
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Appendix

HealthLink Referral Setup

Prerequisites
1. HealthOne version 7.1.7.1348 or higher.
2.
used to refer patients.
3. Healthlink password for the security certificate.
4.
refer patients.
5. HealthLink username and password to be entered into HealthOne.
6.

Installing the HealthLink Security Certificate (*.pfx file)

1.

HealthLink security certificate (.pfx file). This must be installed on all computers that are

HealthLink root certificate (.cer file). This must be installed on all computers that are used to

An internet connection from the computer being used to refer the patient.

Double click on the supplied certificate. This will have the name username.pfx (where

username is the name of the GP. The ‘Welcome to the Certificate Import Wizard' is

displayed.
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Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

2. Click Next. The file name is listed.

Spedify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptoaraphic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

<gack || Mext> | | cancel

3. Click Next. The password screen is displayed.
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Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ | Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[~ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Learn more about protecting private keys

4. Enter the password as provided by HealthLink. Click Next.

Centifcate Import Wizard (=)

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Place all certificates in the following store

Certificate store;

‘ ‘jI_OWSE. o

Learn more about certificate stores

[<§ad< ][Next>][Cancel]

5. Tick the box 'Place all certificates in the following store'. Click ‘Browse’. The Select Certificate

Store screen is displayed.
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Select the certificate store you want to use.

-

-] Trusted Root Certification Authorities
i-i ] Enterprise Trust

----- ] Intermediate Certification Authorities
-] Active Directory User Object
.75 Trictad Pihlichers

< 1 | »

[T]show physical stores

Lok ][ Concel |

6. Select ‘Personal’ and click OK.

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:
Personal

Learn more about certificate stores

7. Click Next. The ‘Completing the Certificate Import Wizard’ screen is displayed.
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Certificate Import Wizard
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.
You have spedified the following settings:

Content PFX
File Name C:\Users\

Certificate Store Selected by User [RS8yl

Click OK.

=
@ The import was successful.

Installing the HealthLink Root Certificate (*.cer file)

1.

Double click on the supplied certificate. This will have a name similar to ca.cer. The

certificate window is displayed.
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General IDetaih I Certification Path |

‘_“ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance polices
« All application policies

Issued to: Healthlink Online Certificate Authority

Issued by: Healthlink Online Certificate Authority

valid from 03/ 11/ 2003 to 03/ 11/ 2033

Install Certificate.., | Issuer Statement |

Learn more about Eertificates

)

2. Click ‘Install Certificate’. The ‘Welcome to the Certificate Import Wizard’ screen is displayed.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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3. Click Next. The certificate store is displayed.

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

") Place all certificates in the following store

Certificate store;

H Browse... |

Learn more about certificate stores

[<§adc ][Next>][<:ancel

4. Tick 'Place all certificates in the following store’. Click '‘Browse'. The ‘Select Certificate Store’

window is displayed.

Select the certificate store you want to use,

i

i1 ] Trusted Root Certification Authorities
-] Enterprise Trust

----- .| Intermediate Certification Authorities
-] Active Directory User Object

fnl 1 Trictad Piiklichere
<| m [ »

[ "] show physical stores

Lok [ cance |

5. Select 'Trusted Root Certification Authorities'. Click 'OK'.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

6. Click Next. The Completing the Certificate Import Wizard screen is displayed.

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User BRIV Rl 4o e

Content Certificate

7. Click Finish. ‘The import was successful’ message is displayed.
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@ The import was successful.

8. Click OK to close this message.

General |De|ak I Certification Path|

1
I_“ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance polices
« All application policies

Issued to: Healthlink Online Certificate Authority

Issued by: Healthlink Online Certificate Authority

valid from 03/ 11/ 2003 to 03/ 11/ 2033

Eﬁtﬂ Cerﬁﬁcate...g | Issuer Statement |

Learn more about certificates

9. Click OK to close the certificate window.

Complete the details within HealthOne

1. In HealthOne navigate to Tools > Options > HealthLink Cancer Referrals.

2. Enter the details on the right as supplied by HealthLink.
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General 77

- Internet ) Healthlink Cancer Referrals
- Network options =

- Messaging HHWSRONLAW

- Locations : )
Modules Activate Healthlink Cancer Referrals

- Prescription module V¥ Standard Cancer Referral

- Data exchange module ¥ Breast Cancer Referal

- &ppointment ¥ Lung Cancer Referral

-~ Inability to work V' Prostate Cancer Referral

- Billing

- Recipients

- Healthlink Cancer Referrals URL: Ihttps:f/onlinev3.healthlink.ieNendorAF’FlNendorAPl.asmx
emplate

-+ Multimedia association Usemame: |Supp|ied by HealthLink
- Scanning

-+ Drawing Password: | Supplied by HealthLink
Automatisation

- Action plan Cettifcate: ~ {Healthlink Online

- Alerts

- Backup alerts PIN: {Supplied by HealthLink
- Live update

Serial Number: I Supplied by HealthLink.

Default I 0l Cancel

View the HealthLink Certificate Details

1. Open Internet Explorer and navigate to Tools > Internet Options > Content > Certificates.
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| General | security | Privacy | Content | Connections | Programs | Advanced |

Content Advisor

Ratings help you control the Internet content that can be
viewed on this computer.

[ FyEnable... ] : @ settings

Certificates
Use certificates for encrypted connections and identification.

[ Cearssistate |[ certificates ][  Puplshers

AutoComplete

3 AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

content from websites that can be
read in Internet Explorer and other

programs.

2. Theinstalled certificates are listed.

Intended purpose: [(AI>

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| + | * |

Issued To Issued By Expiratio...  Friendly Name

=4 PMS Test Practice -,..  Healthlink Onfine Certi...  15/11/2017 <None>
[5)st.James Orthoped... Healthlink Onlfine Certi... 13/07/2021 <None>

[ mport... || Bxport.. || Remove |

Certificate intended purposes
Client Authentication

Learn more about certificates
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3. Toview the serial number for one of the certificates, double click the certificate and go to

the details tab.

| General | Details | Certification Path |

Show: [<Aﬂ>

Field Value

EJVersion V3

BSerial number 7c 62 8b fd 00 00 00 00 02 d2
EISignature algorithm shalRSA

| |signature hash algorithm shal

E]Issuer Healthlink Online Certificate A...
[ =|valid from 15 November 2007 10:07:24

=] valid to 15 November 2017 10:17:24
[=lahiart DMS Tect Dractire - Hexlthlink

| EditProperties... | | Copy toFie... |

Learn more about certificate details

o< ]

4. Note: Do not remove the certificate under normal circumstances. The online referral via

HealthLink requires this certificate to be in place.
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